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Decision/action requested

Discussion of SID update FS_IIoT_SEC
2
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Rationale

This discussion paper is related to the ongoing work on the feasibility study for Industrial IoT security. We provide some background for the proposed revision / extension of the current SID for IIOT security, as proposed in tdoc S3-202461. According to the current scope of the SID, TR 33.851 currently only addresses the security aspects for time synchronisation. However, SA2 has been working also on other aspects which are only partly addressed or not addressed at all so far by the current version of the SID FS_IIoT_SEC.

From a security point of view, TSC communication cannot be limited to time synchronization. Several aspects need to be considered. TR 33.851 Key Issue #3 already addresses the Protection of UE-UE TSC communication occurring on the two legs between the UEs over the UPF, which comprises not only the time synchronisation messages but all TSC communication.
Also for TSC communication in uplink and downlink comprising communication between DS-TT, UE, gNB, UPF, NW-TT, TSN AF, SMF, some of which having an interface to the non-5GS components (DS-TT, NW-TT and TSN AF), security requirements need to be defined. Thus, it is proposed to extend the SID with this aspect, in line with SA2 scope. 

The other aspect which should be covered in TR 33.851 is related to the Exposure of TSC capabilities of the 5GS using the NEF framework as described in TR 23.700-20. This has also relevance for the security aspects. Examples are exposure of time synchronization or exposure of deterministic quality of service (Native TSC). Thus, it is proposed to extend the SID accordingly and in line with ongoing SA2 work to also cover the security aspects for enhancements needed to the NEF framework.  
4
Detailed proposal

Endorse the document, take the rationale for updating the SID into account and agree on the SID update in S3-202461.
